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1 dyHKIHMOHA/JIbHOE OIIMCaHUe

Cucrema FIS Platform mpennasHauena 11 aBTOMaTH3alUH MIPOIECCOB B3aUMOICHCTBHUS ¢ KiueHTaMu. FIS
Platform - mHHOBanMOHHEIA OM3HEC-KOHCTPYKTOpP, ITO3BOJLIIOUINM CO3/aBaTh M 3aIlyCKaTh pa3iWYHbIC OW3HEC-
npuitokeHnsi. CucteMa MMEET IMOJHOCTHIO HACTpaMBaeMyIO0 MOJEb JaHHBIX. lMeeTcs BU3yanbHBIH pefakTop
OM3HEC-TIPOLIECCOB, PEAAKTOP MEUATHBIX (OPM U HHTEP(PEHCOB.

KunroueBpie XapaKTepUCTUKH:
- «ELICTpI:Iﬁ CTapT» HOBBIX NPOAYKTOB, pcaiu3alunsd JIFOOBIX HpI/Ll'IO)KeHI/Iﬁ (B 3aBUCUMOCTHU OT

moTpeOHOCTEH);

- JlerkocTb HOHACTPOHKM M MOOU(UKANNN CYIIECTBYIOUINX IPIIOKEHUH, HET HEOOXOAMMOCTH B
nporpaMMmupoBanun, a0 90% KacTOMU3AIMiA MOXHO TIPOM3BOJWTH CHJIAMH aHAJTUTHKOB/TEXHOJOTOB
HAYaJIbHOTO YPOBHS, YTO SKOHOMHT U BpeMs, U OIOIKET;

- O>kuaeMblii pe3yabTaT - OU3HEC I0Jy4aeT UMEHHO TO, YTO XOYET;
- [MporoTunupoBanue 1ist OBICTPON MPOBEPKU OM3HEC-TUIIOTES;

- VHTYUTHBHO MOHATHBINA HHTEPQEHC;

- Kpocc-mnardopMeHHOCTD;

- KoHcTpykTOpH eyaTHBIX (hopM, HHTEpPErcoB, OM3HEC-TIPOIeccOoB (OOMBIION MpeaHACTPOCHHBIN
perno3uTtopuii hopMm, MPOIECCOB, TAHHBIX);

- HeorpanuueHHasi BO3MOKHOCTh MHTErpauuu ¢ cymectBytomumu VIC (kak BHyTpEeHHHMH, TaK U
BHEIIHUMH).

2 IIporpammHoe o0ecnieyeHue

2.1 Komnoueursl FIS Platform u nux B3aumoaeiictBue

CucTteMa UMeeT TPEX3BEHHYIO apXUTEKTYPY «KJIUEHT - CEpBEP NPUIIOKEHUH - 6a3a JaHHBIX).

HnnewT (Gpayzep)

pep;mnopbl UDM, BPM, VCM, Print
Forms,monuTopuHr GBI, HacTpoiikk GesonacHoctn

APM KoHdurypauuu ‘ APM Monb3osatens ‘

Cepeep

|

BPM Engine (Ac

! ]
BHELIHWE CEPBUCHI
CuctemHan bl BHewH1e bf]
(KOHGMIypaLma, AaHHbIE)

Cucrema FIS Platform cocTouT u3 cieyrommx KOMIOHEHT:

— CucremHas b/l;

—  Cepep NpuIIOKEHUN;
— APM Konduryparuu;
— APM Ilons3o0Barens;
— Buemnux B/JJ;



— Bxenrnux cepBucon

2.2. Anaautudeckuii MmoayJab (aMoayJib)

Hmeercs aHAMTUTHYECKIA MOIYIIB JJISl aBTOMATH3ALNH IIPOIIECCOB YIPaBIECHU TOTOKaMu JaHHBIX (wWorkflow)
- aMonyas. [y noctpoenns workflow ncmomnp3yercs BU3yaibHAs cpefa - quarpamma, rae ¢ momomsio drag&drop
MO’KHO TOCTPOHTH MPOLECC U3 NPE3aroTOBICHHBIX MOXYJeH (WM Y3JI0B), KOTOPHIC BBINOJHAIOT ONPEACIICHHBIC
¢yakunu. [Tnatdopma moamepxuBaeT ABa pekuMa BBHITIOTHEHUS pacyeToB B auarpammax: Batch u Online. Bribop
PEeXMMa JUIs IOCTPOSHUS M 3aIlyCKa KOHKPETHOM JarpaMMBbl 3aBHCUT OT peIlIaeMOM 3a/1auu.

JI71s1 HAaCTPOMKU JIOTMKU UCIIOJIb3YIOTCS YCIO0BHA U IIpaBuiia. s KOMMYHUKALUU JOCTYIIHO CO3/JaHUE U HACTPOIKa
pasubix TunoB kouteHTa (PUSH, SMS, E-mail u T.1), BKIIFO4ast 3aroj0BKH, TEKCT, H300pa)KCHUS ¥ KHOTIKH JICUCTBUIA.

Juarpamma workflow mpexcraBisier co0oil HOCIeI0BAaTEIbHOCTD Y3/I0B, COSAUHEHHBIX MEXy c000il CBA3SIMU.
CoenuHeHue 3a/1a€T MOCNIE0BATENbHOCTD BBIIIOJIHEHNUS PacyeToB, ONpeie/sieMbIX y3naMu. [locne HacTpoiiky mapaMeTpoB
n koHTeHTa workflow MOXKHO 3amyCTHTh cpa3y WIM HacTPOUTH pacllicaHue BBINOJHEHUs. Bce yormyeckune momyiu,
JOCTYIHBIC MTOJB30BATEIAM, PACIIONOXEHEI B OMOIMOTEKe MOIYJIEH U CETMEHTUPOBAHbI HA HECKOJIBKO pa3aenoB. Kaxaprii
pasnes XpaHHT y3Jbl, 00beJMHEHHBIC TI0 CMBICITY pelnaeMoil 3anaun. Paszaens 3anansl B [Inatgopme 1 He MOT'YT MEHATBCS
MOJTb30BATEISIMH.

Ocobennoctu Batch-pexxnma:

- Hpez[Ha3Haqu A IOCTPOCHHA MAapKECTUHI'OBBIX KaMHaHHﬁ;

— He moxxomut [uisi onepaTHBHBIX BBIYHCICHHH, peai3yeMbIX Ha OCHOBE 00pabOTKU COOBITHII B peaJbHOM
BpPEMEHY;

— MHcnone3yercs ans paboThl ¢ OonpliMMu HaOOpaMy JaHHBIX M CIOKHBIMH OINEpalMsIMU HaJ MacCHBaMU
JIaHHBIX;

—  XpaHWUT IPOMEXKYTOUHBIE PE3YJIbTATHI BBIIIOJHEHUS y3710B AuarpaMmsl B b/ 1 He TepsieT UX Mocie 0CTaHOBKU
HCIIOJIHEHUS IUarpaMMBl.

Oco6ennoctu Online-pexima:
— TlpennasHaueH aJst IOCTPOEHHS CUCTEM TIPUHSTHS PENIEHHH W PUCKOBBIX MOJIEIIEH;
—  Hcnomssyercst 1ist 06pabOTKY TOCTYIAOIINX COOBITHI B PEXKHUME PEabHOTO BPEMEHH;

- Ilo3BomsgeT HACTPOUTH COXPAHCHUEC JIOTUKHU MPUHATUL pCH.IeHI/Iﬁ 10 BBI6paHHI>IM y3i1aM JJid HOCJICAYIOLICTO
aHaJIn3a KOPPEKTHOCTHU MPUHATUA pemeHHﬁ;

— B ommnuuu ot pexxrma Batch paGoTtaet He ¢ cerMeHTOM, a C OTIENIbHBIM COOBITHEM, 32 CUET Yero CYIIECTBEHHO
YBEJIMYHUBAETCSl CKOPOCTh 00PaOOTKH COOBITHS U TIOJIyYSHHUS] HEOOXOAMMOTO PE3yJIbTUPYIOIIETO ISHCTBHS.

OCHOBHBIE KOMITOHEHTEI:
1. PoneBas mozeins. [103BOJISIET BBIMONHATh HACTPOMKY MpaB AOCTYINa HA HECKOJbKUX YPOBHAX. g co3nanus
0JIb30BATEIBCKUX YUETHBIX 3aluced UCIOJb3yeTcsl BHEWHUI cepBuc SSO, sABISIOUIMIICS eAMHON TOYKON

BXoJa B CI/ICTGMy u HpC,I[Ha3Haq€HHBIﬁ JUTA yTIpaBJICHU S I/II[CHTI/I(i)I/IKaIII/IeI\;I " JOCTYIIOM MOJIB30BaTEINIECH.

2. Kouogwurypamus. [1o3BossieT BBIIONHATh HACTPOHKY IMIAOJIOHOB, THUIIOB JAaHHBIX M OM3HEC-ITAIIOB, a TAKKE
MTOJIKITFOYEHUH K BHEITHUM U BHYTPEHHUM pecypcam.

3. bBubmmoteka monyneit. CoaepKUT MOAYNH, U3 KOTOPBIX CTPOSTCS MPOIECChl 00paOOTKU NTAHHBIX B PEXKUME
Low-code / No-code. Pexwumsl 3ammycka — Batch (DWH), Online (Docker).

4. Menemkep npoekToB. COAEPIKUT CIIUCOK PEATM30BAHHBIX MPOLECCOB U GYHKLMM yNpaBAeHUA UMK,



2.3. CucremHas b/l
CucremHas 60a3a TaHHBIX XPaHUT KOHQUTYPALIMIO CUCTEMBI, a Takke JIokajabHbie UDM-naHHbIe.

Cepsep CYB/]
[lnargopma x86-32/64, CentOS 7/ RHEL 7+ / Astra Linux
CYB] PostgreSQL 11 / PostgreSQL 14.5 / Oracle 11+ / Postgres Pro Standard 14

2.4. Cepsep

Cepsep npunoxkenus FIS Platform — »sto Java EE mpumoskeHue, UCTIONHSIOMUECS Ha OJHOM HIIH
Heckonbkux Java EE cepBepax.

CepBep npuJioKeHui

IMnatdopma x86-32/64, CentOS 7/ RHEL 7+ / Astra Linux

CepBep NpUIOKEHUH Payara Server 5.194 / Payara Server 5.2022.5 / JBoss EAP 6.4.0.GA / WildFly 14.0.1 /
Payara Micro 5.2021.1

JDK OpenJDK 11 / Java SE Development Kit 8u202 / Java SE Development Kit 11.0.18 /
rocjava 11/ OpenJDK 17

PaGota ¢ moKxymMeHTaMu LibreOffice 6.1.0 / P7-O¢uc (xonBeprarms TekctoBbix daitiios) / OnlyOffice
(KOHBEpTAIUs TEKCTOBEIX (haiisioB)

Cepsep peanmuzoBaH ¢ ucnoib3oBanneM texHonoruit Java EE, JPA, JAX-RS, Activiti, AntLR, Rhino.
Cucrema sBmnsiercsi nonHorieHHBIM BPM (Business Process Management) pemieHHeM, 4TO MO3BOJISET
MTOJTHOCTBIO YNPABIATH TIOBEJCHUEM CUCTEMBI IIyTeM €€ HaCTPOUKH.

Bce orepanum B CUCTEME BBIITOJIHAIOTCA TOJIBKO aBTOPU30BAHHBIMU I1OJIL30BATCIIAMU.

B3aumoneiicTBue Mexny yialeHHBIMH KOMIIOHEHTAMH CUCTEMbI MOKET BBINOJIHATHCS 1O MN(POBAaHHBIM
kaHanam cBs3u (VPN w/ unmn HTTPS) anst obecnieuennst 6e301acHOCTH.

2.5. APM Koundurypauuu
APM Kondurypauuu peanu3oBaH B BUe internet/intranet-npuioxxeHusi 1 He TpeOyeT YCTaHOBKH.

Knuentckoe paﬁollee MeCTO

MuHnMansHbIe TpeOOBaHMS K KOHGHUTYpAITHN 2.4Ghz CPU, 4Gb RAM

[Mnatdopma x86-32/64, Windows / Vista7 / Astra Linux / Mac OS X

Bpaysep Chrome 30+ / SIlanekc Bpaysep 22.1.4.840+ . IlognepskuBaeTcst S HOCIETHHUX
Ma)KOPHBIX BepcHid Opay3epa, aKTyaJbHBIX Ha JaTy peiusa ueneBoit Bepcuu FIS
Platform

APM Kon¢urypanun no3BossieT HacTpauBaTh MOJENb JAHHBIX, OM3HEC-IPOLECCHI, HACTPOUKU
0e30MacCHOCTH, a TAKIKE OCYIIECTBIISATH MOHUTOPHHT Pa0OTHI CUCTEMBI.

B APM xouduryparmu padboTaroT aBTOPU30BAHHBIE MTOJIE30BATEIH.

B cucreme nmeeTcss HECKOJIBKO HPENOIpPENEIEHHbIX pojiei. Poiin Ha3HA4arOTCAd MOJKHOCTSAM, a
JIOJDKHOCTH - IIOJIb30BATEIISIM.

[IpuHagIeXHOCTh K pOJISIM JEHCTBYET Ha BO3MOKHOCTH BBIMIOJTHEHUS OIPENENEHHBIX CHCTEMHBIX
onepauuii (peAaKTHPOBaHHUE NPOLIECCOB, MOHUTOPHHT U T.I1.).

2.6. APM Iloab3oBareJis

APM TIlons30BaTens peann3oBaH B BHIE internet/intranet-nmpuiiokeHus U He TPeOyeT YCTAHOBKH.

KiueHntckoe padoyee MecTO

MuHnMansHble TpeOOBaHUS K KOHOHUTYpaIN 2GHz CPU, 2Gb RAM

[Mmatdopma x86-32/64, Windows / Vista7 / Astra Linux / Mac OS X

Bpaysep Chrome 30+ / SInnexc Bpaysep 22.1.4.840+. IlognepxuBaercst 5 mocieqHUX
MaKOPHBIX BepcHil Opay3epa, akTyaJbHBIX Ha JaTy peiusa ueneBoit Bepcun FIS
Platform



3  AnmapartHoe o0ecrieueHue

3.1 Cepsep npuinoxenuii u cepsep CYB/]

Kougurypanus ceppepa NpUIIoKEeHUH U cepBepa 0a3bl TaHHBIX BRIOMPACTCS UCXOS U3 KOJIMUECTBA
00pabaThIBaeMbIX KIMEHTCKUX 3asBOK Ha 00CTyKHBaHHE B JICHb, KOIMYECTBA OJTHOBPEMEHHO PaOOTAIOIIIX
TOJIL30BaTEINICH, pa3Mepa U KOJIMYECTBA MPOIECCOB €KETHEBHOW CErMEHTAIINH KITMeHTCKOH b1,

MunnmaneHbie TpeOoBaHus K Tr00oMy poaykry Ha FIS Platform*

CepBep npuio:keHu Cepsep CYB/J
Kon-Bo nponieccoprbix | O0beM Hucku, Kon-Bo mporieccopHbix O0BeM Huckn,
sanep namsTd | 00beM B smep mamsitH | o0sem B GB
Intel® Xeon™ RAM, GB Intel® Xeon™ RAM,
2.40GHz+ GB 2.40GHz+ GB

3 28 120 1* 8 ot 1000

3 28 120 2 8 ot 1000

* Bozmoorcno monvko npu ucnonvzosanuu CYBJ] PostgreSQL

Cepgep Case Platform momken nMeTh MOAKITIOUEHUE K CETH 3aKa3unka Ha ckopocTr He MeHee 100Mbit/s.
Ilpu BeneHum 3aKa3yMKOM TOJUTHKH OTKa30yCTOMYMBOCTH, TpeOyercs pe3epBHBIM cepBep Bl ¢

KOH(HTYpaluii aHAIOTUIHON KOH(UTYpalK IPOMBIIUIEHHOTO cepBepa.

3.2 TecroBbIi cepBep

KonmdecTBo mponeccopoB X KOJIMIECTBO
mporieccopHbIx siaep Intel® Xeon™ 2.40GHz+

4 8 250

O6bem namsitu RAM, GB  Jlucku, konuuecTBo X 00beM B GB, SCSI

3.3 Pabouas craHuus

Pabouee mecTo MuHHUMaNEHBIE TPEOOBAHUS

APM Tlons3oBarens [ByxbsaaepHsiii mpoueccop 2.5GHz, 4Gb O3V *
* B ycnosusax pabomsi ¢ OOIbUWUMU, CTONHCHBIMU POPpMAMU
cucmemmuvie mpebosanus 0nsi APM [lonvzosamens

PEKOMEHOYEemcsi nepecmampueams 8 60IbULYI0 COPOHY, 00
yposHs mpebosanuti APM Kougueypamopa.

APM Konduryparopa JByxbsaaepusiii mpoueccop 3.0GHz, 8Gb O3V *

Pabouee mecTo onepaTopa, AJis obecrieueHus: TpeOOBaHMI K BpEMEHH Mepeladyr 3aIBKHU ¢ MPUKPEIICHHBIMU
CKaHMPOBAaHHBIMU JIOKYMEHTAMU B CYMMAapHOM pa3Mmepe He Oomnee 10 Merabait, TOMKHO OBITh MOJKITIOYCHO K
CETU MHTEPHET CO CICAYIOIUMH XapaKTepUCTUKAMU*:
e  MHHUMAaJbHAs rapaHTHPOBAHHAS MPOIYCKHAs IIMPHHA KaHaNa ¢ pabouero Mecra orneparopa o ceppepa
FIS Platform - ne meuee 8 Mbit/s;
e JIaATEHTHOCTH KaHajia ¢ pabouero Mecrta oneparopa 10 cepsepa FIS Platform ne 6omee 100ms.

* 6 cryyae eciu xapakmepucmuky NOOKIIOUeHUs. K Cemu UHmMepHem He COOMEEnCmayiom YKa3anHbiM
mpeboBaAHUAM, MO BO3MOICHA 0e2padayus Ka4ecmea cepeuca NPONOPYUOHAILHO CHUICEHUIO XAPAKMEPUCTIUK.



4 TpeOoBaHus 110 JOCTYIYy K BHEIIHUM JaHHBIM

Hns paboter Cucteme TpeOyeTcs CETeBOW AOCTYI M ayTeHTH()HKAIIMOHHBIE JaHHBIE JUISI BCEX BHEITHUX
CHCTEM, C KOTOPHIMHU TpeArnoaraercss oOMeHnBaTbes HHpopManueld. TpeGoBaHUsI IO CETEBBIM MOPTaM,
MPOTOKOJIAM U T.II. OTIPEAEISIOTCS] BHEIIHUMH CHCTEMaMHU.

5 TpeOoBaHus O JOCTYIIy K CHCTeMe COTPYAHUKOB Benaopa

[Ipennonaraercst pa3BepThIBAHUE NPOMBIIIJIEHHOTO JK3EMIUIIPA CHUCTEMBl COTPYIHHKaMM 3aKa3uuka B
COOTBETCTBHH C TpeiocTaBIsieMoll HHCTpyKuuen. Kakux-nmnbo npas goctyna cotpyaHukam Bennopa mist
3TOrO HE Tpedyercsl.

Jns tecroBoro sk3eMmIuIsApa skenareneH http(s) mocTynm K aaIMHUHHCTPATHBHONW KOHCOJH CepBepa
npunoxenuit 1 APM Kondurypanuu FIS Platform, a Takxke BO3MOXHOCT OAKIIIOYESHHUS K cUCTEMHON B /]
FIS Platform TecToBoro sk3emruispa.

6 OoOecneyenune 0€30TKaA3HOM padOTHI

Crennduka pabotsr cucremsl FIS Platform momyckaer mcmonb3oBaHHE TEXHOJIOTHYECKUX MEPEPHIBOB B
Hepabodee BpeMs UIsi TPOBEIACHHS pETIAMEHTHBIX pPalOT: YCTaHOBKH OOHOBJICHHWH, pE3epBHOTO
KOIMUPOBAHUA JaHHBIX.

Hns obecnieueHuss HaJEKHOH paOOTHI CHCTEMBI MOTYT OBITh TPUMEHEHBI pa3IM4HbIE METOIbI, B
3aBUCHUMOCTH OT TpeOOBaHUI 3aKa3unKka K JOCTYITHOCTH CUCTEMBI.

Ecnu Tpebyercst mocTosiHHAs JOCTYITHOCTh CUCTEMBI B pabodee BpeMst, He00X0IMMO HaCTPOUTh KIIacTep U3
JBYX WM 00Jiee dK3EMILISIPOB cepBepa MPUIOKEHUH 1 IBYX WK Oojee sk3eMIuisipoB b/l n opranuzoBaTh
0aJaHCUPOBKY Harpy3kH (pacrpelesieHHe 3alpocoB) MO y3jiaM Kiacrepa. B cimydae BbIxoma w3 cTpost
OJTHOTO M3 Y3JIOB, 3aIIPOCHl aBTOMATUYECKH MEPEHANPABIISIOTCS HAa pab0TOCIIOCOOHBIE Y3ITBI.

Ecnu nomyckaercst KpaTKOBpeMEHHasi HEIOCTYMHOCTh CHUCTEMbI (HECKOJIBKO MHHYT), TOTJIa BO3MOKHO
INPUMEHHUTH OO0Jiee NMPOCTOH BapHAaHT BOCCTAHOBICHUS CHCTEMBI: PydYHOE IEPEKIIOYeHHE O0OpabOTKH
3aIpOCOB C OTKA3aBIIEro y3iia Ha JIpyroi y3ein. JlaHHBIA BapHaHT Takke TpeOyeT HaIW4hsi HECKOJIBKUX
PaboTOCIOCOOHBIX IKZEMILIAPOB CepBEPaA MPUIIOKEHNUI 1 0a3bl JaHHBIX, HO 00BEIUHATH CEPBEpPa B KJIacTep
He TpeOyeTcs, He TpedyeTcst OaaHCHPOBATh 3aMPOCHL. B KaX1pIii MOMEHT BpeMeHH padoTaeT TONBKO OIIH
IK3EMIUTIP CepBepa MPHIOKEHUI 1 0a3bl JaHHBIX, OCTAIBHBIE IPOCTANBAIOT.

6.1 Pe3zepBupoOBaHMEe M BOCCTAHOBJICHHE JAHHBIX

PesepBupoBanue u BOCCTaHOBJICHHE NaHHBIX obecneunBaercsi cpeacrsamu CYBJl B coorBercTBHHU C
TpeboBaHUsIMH 3aKa3zunka. Hukakux crienuanbHbIX TpeboBaHui k pezepBupoBanuto cucrtema FIS Platform
HE MPEIbsBISET.

7 be3onacHoCTh

Bce ornepanun B CUCTEME BBITIOJIHAIOTCA TOJIbKO aBTOPU30BAHHBIM ITOJIB30BATCIIEM. BeI[eTCH Jior onepauI/Iﬁ
HWHHUIOWUPOBAHHBIX I1OJb30BATCIICM. XpaHI/ITCH BCS UCTOpUA H3MCHEHHI KOH(I)I/IpraLII/II/I CUCTEMBI, C
YKa3aHUEM KTO U KOrJa CcAcjiajl UBMCHCHUC.

BzanmoeiicTBre MeXy YIaleHHBIMA KOMITOHEHTaMH CUCTEMBI BBITTOJHSIETCS 10 3allUIIeHHBIMKaHaIaM
cBs13u (VPN u/ mwnm HTTPS).

7.1 Pa3rpaHu4eHue nNpas J0CTyNa

Cucrema o0nagaeT ruOKUM MEXaHM3MOM pa3TpaHWYEHHs MPaB JOCTYIA, OCHOBAHHBIM HA MPUKIIAJHBIX
pousix. [IpuknanHas posib — 3T0 (PyHKIMOHATBHAS BOBMOXKHOCTh CUCTEMBI JUTS MOJIb30BaTelIs (HApuMep,
NpUKIagHas pojib IMOWCKA KineHTa). B cucreme mMeeTcs HEOOXOJMMBIM HAOOp TpemonpeneeHHbIX
NPUKJIAJHBIX pOJeH. AJMUHHCTPATOp CHCTEMBI HMEET BO3MOKHOCTH OOBEIHHATH MPUKIAIHBIC POJIU B
HOJTB30BATENILCKHUE POJTH, KOTOPBIE HA3HAYAIOTCS JOJDKHOCTSIM. B CBOIO 0Yepe/b MmoIp30BaTeNlb 3aHUMaeT
OJIHY MM OoJiee TOHKHOCTEH.



